City of Boston
Department of Innovation and Technology

Policy Title: | Information Technology Resource
Use Policy
Effective Date: April 1, 2011

Purpose and Intent

The City of Boston recognizes the importance of modern technology and access to information in providing
citizens the best and most efficient services. Therefore, the City has given many of its employees and contracting
personnel e-mail accounts and access to the Internet.

Internet/Intranet/Extranet-related systems, including but not limited to computer equipment, software, operating
systems, storage media, PDA’s, network accounts, e-mail accounts, web browsing, blogging, Web2.0, social
networking, and FTP (i.e. “Information Technology Resources”) provided by the City, are, and at all times remain,
the property of the City of Boston. Access and use of these systems and equipment is solely for business related
purposes.

This policy outlines the acceptable use of computer equipment, e-mail, and Internet related resources and services
at the City, i.e. Information Technology Resources. These rules are in place to protect the employees and the City.
Inappropriate use of Information Technology Resources exposes the City to liability and risks, including, virus
attacks, compromise of network systems and services, and potential litigation.

Applicability and Scope

This policy applies to all employees and affiliates including contractors, consultants, vendors, etc. at the City who
are granted access to equipment, software, networks, etc. that is owned, leased, and/or operated/maintained by the
City of Boston. These individuals will be known and referred to as “Users” or “User.”

Access and/or use of Information Technology Resources constitutes the user’s acknowledgement and consent to
this policy as well as his/her consent to the City’s recording and monitoring of his/her use (whether for personal or
business purposes) of Information Technology Resources.

This policy is not intended to list all forms of acceptable and unacceptable use. Employees have the responsibility
to use Information Technology Resources in an efficient, effective and lawful manner. Users must follow the same
code of conduct expected in any other form of written or face-to-face business communication. The City may
supplement or modify this policy for employees in certain roles. This policy combines and supersedes the City’s
Acceptable Use Policy, Email Use Policy, and Internet Use Policy.

Policy Statement

Acceptable Use: City of Boston employees are only permitted to use Information Technology Resources for
purposes which are safe (pose no risk to employees or assets), legal, ethical, do not conflict with their duties or the
mission of the City of Boston and are compliant with all other City of Boston policies. Usage that meets the
aforementioned requirements is deemed “proper” and “acceptable” unless specifically excluded by this policy or
other City of Boston policies.

Additionally, the City of Boston expressly prohibits:
1. Using Information Technology Resources for commercial gain;
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2. Accessing Information Technology Resources (including web browsing) for the purpose of gaming or
engaging in any illegal activity;

3. Transmission of confidential information to unauthorized recipients;

4. Inappropriate and unprofessional behavior online such as use of threats, intimidation or “flaming”;

5. Viewing, downloading, or transmission of pornographic material;

6. Using Information Technology Resources for the creation or distribution of chain emails, any disruptive or

offensive messages, offensive comments about race, gender, disabilities, age, sexual orientation, religious
beliefs/practices, political beliefs, or material that is in violation of workplace harassment or workplace
violence laws or policies;

7. Significant consumption of City network and system resources for non-business related activities (such as
video, audio or downloading large files) or excessive time spent using Information Technology Resources
for non-business purposes (e.g. shopping, social networking, sports related sites, et al);

8. Disabling any and all antivirus software running on Information Technology Resources.

Personal Use: Information Technology Resources are provided solely for the conduct of City business. However,
the City realizes and is aware of the large role technology (especially the Internet and email) plays in the daily lives
of individuals. In this context, the City acknowledges that a limited amount of personal use of Information
Technology Resources is acceptable. This use must not interfere with the user’s job responsibilities; it cannot
involve any activities expressly prohibited by this or any other City policy; and it should be limited to designated
break periods and/or the user’s lunch break.

Accountability: Users are prohibited from anonymous usage of Information Technology Resources. In practice, this
means users must sign in with their uniquely assigned City of Boston User ID before accessing/using Information
Technology Resources. Similarly, “spoofing” or otherwise modifying or obscuring a user’s IP Address or any other
user’s IP Address is prohibited. Circumventing user authentication or security of any host, network, or account is
also prohibited.

In addition, users are prohibited from revealing or sharing their account password(s) with anyone including
colleagues, superiors, friends, family, etc. (For further information regarding passwords, see the User Password
Policy.) Allowing the use of your account by another user is also strictly prohibited.

Responsibility: Users are responsible for their own use of Information Technology Resources and are advised to
exercise common sense and follow this policy (i.e. “Information Technology Resource Use Policy”) in regards to
what constitutes appropriate use of Information Technology Resources in the absence of specific guidance.

All users are advised that their use of Information Technology Resources, including Email, may result in the
creation of Public Records; and it is the user’s responsibility to properly manage and maintain such records. There
are three categories of email messages: (1) Junk Mail, SPAM, and personal messages are not public records and
should be deleted immediately. (2) Transitory records should be deleted once their use ceases. (3) Public Records
should be retained according to schedule. For further information regarding the management and retention of Public
Records, see the Archives Division’s General Records Retention Policy and Email Management and Retention
Policy.

Enforcement

Record of Activity: User activity with Information Technology Resources may be logged. Usage may be monitored
or researched in the event of suspected improper Information Technology Resource usage or policy violations.

Blocked or Restricted Access: User access to specific Internet resources, or categories of Internet resources,
deemed inappropriate or non-compliant with this policy may be blocked or restricted. A particular web site that is
deemed “Acceptable” for use may still be judged a risk to the City (e.g. it could be hosting malware), in which case
it may also be subject to blocking or restriction.
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Privacy: Users have no expectation of privacy regarding their use of Information Technology Resources. Log files,
audit trails and other data about user activities with Information Technology Resources may be used for forensic
training or research purposes, or as evidence in a legal or disciplinary matter.

Consequence of Policy Violation: Users found to be in violation of this policy may be subject to discipline up to
and including termination. The concept of progressive discipline will apply except in serious cases.

Justifiable, Work-Related Usage

The City of Boston reserves the right to review any usage and make a case-by-case determination whether the
user’s duties require access to and / or use of information technology resources which may not conform to the terms
of this policy.

Roles and Responsibilities
DolIT’s Manager of Security has the responsibility to monitor compliance with this policy.
Definitions

Blogging
An online journal that is frequently updated and intended for general public consumption.

E-mail
The electronic transmission of information through a mail protocol such as SMTP or IMAP. Typical e-mail clients
include Microsoft Outlook.

Chain e-mail
E-mail sent to successive people. Typically, the body of the note has directions to the reader to send out
multiple copies of the note so that good luck or money will follow.

Forwarded e-mail
E-mail resent from a network to another point.

Employee
Any individual employed by the City of Boston or its affiliated agencies or departments in any capacity, whether
full or part-time, active or inactive, including interns, contractors, consultants and vendors.

Encryption
The translation of data into a secret code to achieve data security.

Flaming
The use of abusive, threatening, intimidating, or overly aggressive language in an Internet communication.

Hacking Sites
Web sites which provide content about breaking or subverting computer security controls.

Information Technology Resources

Internet/Intranet/Extranet-related systems, including but not limited to computer equipment, software, operating
systems, storage media, PDA’s, network accounts, e-mail accounts, web browsing, blogging, Web2.0, social
networking, and FTP provided by the City to authorized users to facilitate the completion of their jobs.
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Instant Messaging
A type of communications service that enables the creation of a kind of private chat room with another individual in
order to communicate in real time over the Internet.

Internet Resources

Web sites, instant messaging applications, file transfer, file sharing, and any and all other Internet applications and
activities using either standard or proprietary network protocols. Examples of web sites that pose a risk to the City
of Boston or counter to its mission are malware repositories, sites advocating violence against civil society or
against persons based on race, religion, ethnicity, sex, sexual orientation, color, creed or any other protected
categories; sites offering gambling activities or that are pornographic in nature.

IP Address
Unique network address assigned to each computing device connected to a network to allow it to communicate with
other devices on the network or Internet.

Malware

Malware is any software, application, program, email or other data or executable code which is designed to cause
harm to a network or computer or violate any law, statute, policy or regulation in any way. Examples of harmful
activity or intent are theft of personal information or intellectual property by phishing or other means, hacking,
violation of copyright law (distributing or copying copy written material without proper authorization), propagation
of Spam e-mails, harassment, extortion, denial of service and facilitating access to illegal content (pornography,
gambling, etc.). Accessing or storing malware is expressly prohibited unless authorized for research or forensic
purposes by appropriately authorized and designated employees.

Network
Any and all network and telecommunications equipment, whether wired or wireless, controlled or owned by the
City of Boston which facilitate connecting to the Internet.

Phishing
Attempting to fraudulently acquire sensitive information by masquerading as a trusted entity in an electronic
communication.

Sensitive information
Classified as Protected Health Information (PHI), Confidential Information or Internal Information.

Spam
Spam is unsolicited nuisance Internet E-mail which sometimes contains malicious attachments or links to web sites
with harmful or objectionable content.

Spoofing

IP Address spoofing is the act of replacing IP address information in an IP packet with falsified network address
information. Each IP packet contains the originating and destination IP addresses. By replacing the true originating
IP address with a falsified address a hacker can obscure their network address and hence the source of a network
attack making traceability of illegal or illegitimate internet activity extremely difficult.

Unauthorized Disclosure
The intentional or unintentionally act of revealing restricted information to people, both inside and/or outside the
City, who do not have a need to know that information.

User or Users

Individual(s) whether full or part-time, active or inactive, including interns, contractors, consultants, vendors, etc.
who have been given access to and granted permission(s) to use Information Technology Resources.
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User ID

Uniquely assigned Username or other identifier used by an employee to access the City of Boston network and

systems.

Virus warning

E-mail containing warnings about virus or malware. The overwhelming majority of these e-mails turn out to be a

hoax and contain bogus information usually intent only on frightening or misleading users.

History

This policy combines and supersedes the City’s Acceptable Use Policy, Email Use Policy, and Internet Use Policy.

This policy also supersedes the Email and Internet Use Policy found in the Employee Handbook.

First Draft: November 2010
Second Draft: January 2011
Final: March 2011

Approved by: William G. Oates, CIO
Effective Date: April 1, 2011
Related Information

Blackberry / PDA Policy

Cellular Phone Policy

Laptops / Mobile Devices Policy

User Password Policy

City Clerk Archives Division, General Records Retention Policy

City Clerk Archives Division, Email Management and Retention Policy

Support Contact

DolT, 617-635-7378
DolT Service Desk Request (TrackIT): MHD.HelpDesk @cityofboston.gov
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